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(54) A hybrid network controller 

(57) A communication method for a hybrid wired and 
wireless communication system includes registering an 
entry comprising a physical address of a source trans- 
mitting a received packet and an identifier indicating a 
wired or wireless network interface linked to the physical 
address in a predetermined management list; receiving 
a transmission packet from an upper layer and deter- 



mining whether a physical address identical with a des- 
tination physical address of the transmission packet is 
present in the management list; and when the destina- 
tion physical address is present in the management list, 
transmitting the transmission packet through either of 
the wired network interface and the wireless network in- 
terface according to the identifier. 
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Description 

[0001] The present invention relates to a method and 
associated apparatus for controlling data transmission 
over a hybrid network having a wired and wireless part, 
comprising receiving data including a source identifier 
from a source over the hybrid n etwork. 
[0002] As show in Figure 1 , a hybrid wired and Wire- 
less communication system includes a central process- 
ing unit (CPU) 1 0, a read-only memory (ROM) 20, a ran- 
dom-access memory (RAM) 50, a peripheral device in- 
terface 60 that can be connected to peripheral devices 
(not shown), a wired network interface 30 that can be 
connected to a wired network 40, a wireless network in- 
terface 70 that can be connected to a wireless network 
80, and protocol modules that can communicate with the 
wired network interface 30 and the wireless network in- 
terface 70, respectively. All of these communicate 
across a bus 90, 

[0003] To implement networking in a local area net- 
work (LAN) using the system of Figure 1 , a network in- 
terface card (NIC) is required. The NIC includes a phys- 
ical device (PHY) that is connected to an actual physical 
media and can perform transmission/reception of a sig- 
nal. A media access control (MAC) module is provided 
that performs MAC with respect to a medium using the 
PHY The MAC module operates uses a physical ad- 
dress to communicate with another device in a network. 
A physical address allocated to the NIC is stored in a 
ROM such as an electrically erasable programmable 
ROM (EEPROM) or a non -volatile RAM (NVRAM) in a 
system. 

[0004] Referring to Figure 2, a LAN driver 250 per- 
forming packet transmission/reception through a net- 
work is present in an upper layer above the NIC 260. 
The LAN driver 250 is connected to a protocol module 
in an upper protocol layer 230, which performs packet 
flow control and packet transfer, via a network driver in- 
terface 240. As shown, the NIC 260 includes a wired 
MAC 262 with associated PHY 264 and a wireless MAC 
266 with associated PHY 268. In the example shown, 
the protocol layer 230 includes TCP/IP and IPX/SPX 
protocols. A connection is made secure by using socket 
layer 220 for protocols 210 such as HTTP, FTP, and POP 
3. 

[0005] The NIC 260 has a 48-bit fixed physical ad- 
dress, and the protocol module in layer 230 uses a log- 
ical address such as an Internet Protocol (IP) address 
to designate an addres s. The physical address and the 
logical address allow the system to be identified in the 
network. The physical address is stored in an area such 
as ROM 120 in the system. This is determined during 
manufacture and is transmitted to the MAC module 262, 
266 during system Initiali sation. 
[0006] Referring to Figure 3, a destination physical 
address 31 0 in the Ethernet frame of Figure 3 indicates 
a MAC address of a host that is to receive data 340. A 
source physical address 320 indicates a MAC address 



of a host tra nsmitting the data 340. 
Each of the.destination and source physical addresses 
are 48 bits- long. Also, if a first bit is 0, the data 340 is 
unicast (i.e., transmitted to only one receiving host in 

5 the network). If the first bit is 1 , the data 340 is multicast 
(i.e., transmitted to only a number of hosts in the net- 
work). If all of the 48 bits are 1 , the data 340 is broadcast 
to all of hosts in the network. Also included are a frame 
type 330 and a frame check sequence (FCS) 350. 

io [0007] Before the data is transm itted through the net- 
work, an address used in a current layer is embedded 
into a header of a packet. A receiving party analyses the 
address embedded in the header and determines 
whether the data has been received correctly. If the ad- 

15 dress embedded in the header is not identical with the 
receiving party 's address, the receiving party will not 
receive the packet or discard s the received packet with- 
out processing it. 

[0008] In a system connected to a network, a packet 
20 received via an NIC 260 is transmitted to an application 
program via an upper protocol module 230 bound with 
the NIC 260. 

[0009] Data generated in the application program is 
transmitted to the network via the protocol module 230 

25 and the NIC 260. 

[0010] The wireless network interface may be set to 
operate in an infrastructure mode or an ad-hoc mode. 
In the ad-hoc mode, a host communicate s with another 
host in a network in a wireless manner . This communi- 

30 cation is done directly between the hosts. In the infra- 
structure mode on the other hand, a host can commu- 
nicate with another host in the network via an access 
point (AP). 

[0011] Operations in the ad -hoc mode and in the in- 

35 frastructure mode will be described with reference to 
FIGS. 4A and 4B below, Figure 4A illustrates a network 
in the infrastructure mode. The network includes com- 
munication systems 400, 402, 404, 408, and 409 and 
an AP 406 as shown in Figure 1 . 

40 [0012] Among the communication systems 400, 402, 
404, 408, and 409 shown in Figure 4A, one is a hybrid 
wire and wireless communication system, and the oth- 
ers are various types of communication systems that 
can communicate either by wire and/or in a wireless 

45 manner with the hybrid wire and wireless communica- 
tion system of Figure 1 . For example, where the com- 
munication system 408 is the hybrid wire and wireless 
communication system, when the hybrid wire and wire- 
less communication system 408 communicates in a 

so wireless manner with the communication system 402, 
the hybrid wire and wireless communication system 408 
communicates with the communication system 402 via 
the AP 406. Alternatively, if the communication system 
400 is the hybrid wire and wireless communication sys- 

55 tern of Figure 1 , the hybrid wire and wireless communi- 
cation system 400 communicates by wire with the com- 
munication systems 402 and 404, and communicates 
with communication systems 408 and 409 via the AP 
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406 in a wireless manner. 

[0013] As described above in Figure 4A, a wireless 
communication mode in which the hybrid wire and wire- 
less communication system communicates with other 
types of communication systems In a wireless manner 
not directly but via the AP 406 or the like is referred to 
as the infrastructure mode. 

[0014] Figure 4B illustrates a network in the ad'-hoc 
mode. The network includes communication systems 
410, 412, and 414. Among the communication systems 
410, 412, and 414 shown in Figure 4B, one is the hybrid 
wire and wireless communication system of Figure 1, 
and the others are other types of communication sys- 
tems that can communicate using a wire or in a wireless 
manner with the hybrid wire and wireless communica- 
tion system. For example, when a hybrid wire and wire- 
less communication system 41 0 communicates with the 
other communication systems 41 2 and 41 4 in a wireless 
manner, the hybrid wire and wireless communication 
system 410 communicates, in a wireless manner, with 
the other communication systems 412 and 414 directly 
and not via the AP 406 shown in Figure 4A or the like. 
As described above, a wireless communication mode in 
which a hybrid wire and wireless communication system 
communicates with another communication system di- 
rectly and in a wireless manner, without requiring a relay 
such as the AP 406 is referred to as the ad-hoc mode. 
[001 5] As described above, the hybrid wire and wire- 
less communication system can be simultaneously con- 
nected to a wired network 140 and a wireless network 
by using individual wire and wireless network interfaces 
130, 170 as shown in Figure 1 . Here, each network in- 
terface 260 shown in Figure 2 needs a physical address 
identifying the network interface in a network. In other 
words, t he hybrid wire and wireless communication sys- 
tem shown in FIGS. 1 and 2 has two or more MAC mod- 
ules 262, 266, and two or more physical addresses al- 
located to the two or more MAC modules 262, 266, re- 
spectively. This is because one address will be used in 
t he wired network and the other address will be used 
in the wireless network. 

[001 6] To overcome this disadvantage, a hybrid wired 
and wireless communication system using a single 
physical address has been introduced. Such hybrid 
wired and wireless communication system includes in- 
dividual MAC modules , although only one physical ad- 
dress is stored in the associated memory. Further, the 
system allocates the same physical address to the indi- 
vidual MAC modules, in such a structure, since the in- 
dividual MAC modules u se the same physical address, 
they are recognized as the same unit by other devices 
on a network. Accordingly, when the hybrid wire and 
wireless communication system (both of which use a 
single physical address) is connected to a wired net- 
work, and the wireless network interface is operating in 
the infrastructure mode, a double link is made. There- 
fore, packet transmission/reception through the wire- 
less network interface is interrupted. 



[001 7] However, when the wireless network interface 
operates in the ad -hoc mode, packet transmission/re- 
ception through the wireless network interface can be 
performed even though the hybrid wire and wireless 
communication system is connected to the wired net- 
work. While usable, when the hybrid wired and wireless 
communication sy stem is connected to the wired net- 
work and its wireless network interface operates in the 
ad-hoc mode, a protocol module in an upper layer 230 
above the NIC 260 cannot determine the network inter- 
face through which a packet will be transmitted. As a 
result, the hybrid wire and wireless communication sys- 
tem transmits data through both of the wired and wire- 
less network interfaces, and a packet is redundantly 
transmitted through either the wired or wireless net- 
works. Consequently, traffic of one network is loaded on- 
to another network, which causes unnecessary use of 
bandwidth. 

[0018] The present invention relates to a method of 
controlling data transmission over a hybrid network hav- 
ing a wired and wireless part, comprising receiving data 
including a source identifier from a source over the hy- 
brid network. 

[001 9] A method according to the present inventionjs 
characterised by storing a network identifier in associa- 
tion with the source identifier, the network identifier iden- 
tifying whether said data was received over the wir ed 
or wireless part, and transmitting data to said source us- 
ing either the wired or wireless part in dependence-on 
the stored network identifier. 

[0020] The present invention also relates to an appa- 
ratus an apparatus for controlling data transmission 
over a hybrid network having a wired and wireless part, 
comprising means for receiving data including a source 
identifier from a source over the hybrid network. 
[0021] An apparatus according to the present inven- 
tion is characterised by means for storing a network 
identifier in association with the source identifier, the 
network identifier identifying whether said data was re- 
ceived over the wired or wireless part and means for 
transmitting data to said source using either the wired 
or wireless part in dependence on the stor ed network 
identifier. 

[0022] The present invention is advantageous be- 
cause the data to be transmitted to a device is only trans- 
mitted over the network to which the device is connect- 
ed. This reduces the amount of unnecessary traffic over 
a network and also ensu res that devices on the network 
are not inundated with unnecessary data. 
[0023] An embodiment of the present invention will 
now be described, by way of example only, with refer- 
ence to Figures 5 - 10, in which: 

Figure 1 is a block diagram of a known hybrid wired 
and wireless communication system; 
Figure 2 is a block diagram of a known network sys- 
tem; 

Figure 3 illustrates a structure of a known Ethernet 
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frame; 

Figure 4A illustrates a network in a known infra- 
structure mode; 

Figure 4B illustrates a network in a known ad-hoc 
mode; 

Figure 5 is a block diagram of a hybrid wired and 
wireless communication system according to an 
embodiment of the present invention; 
Figure 6 illustrates a structure of a management list 
according to an embodiment of the present inven- 
tion; 

Figure 7 is a flowchart of a system initiali sation pro- 
cedure according to an embodiment of the present 
invention; 

Figure 8 is a flowchart of a communication method 
when a wireless communication mode is the ad -hoc 
mode, according to an embodiment of the pres ent 
invention; 

Figure 9 is a detailed flowchart of an operation of 
generating a management list and registering a 
physical address shown in Figure 8; and 
Figure 1 0 is a flowchart of an operation of managing 
an entry in a management list that is performed by 
a storage unit shown in Figure 5 according to an 
embodiment of the present invention. 

[0024] Referring to Figure 5, a hybrid wired and wire- 
less communication system includes a wired network in- 
terface 510 connected to a wired network 500, a wire- 
less network interface 530 connected to a wireless net- 
work 520, a management module 540, a storage unit 
550, and a control module 560. The management mod- 
ule 540 receives packets through the wired network in- 
terface 51 0 and the wireless network interface 530, reg- 
isters a physical address of the source of the received 
packet in a management list, and transmits the received 
packet to an upper layer. The storage unit 550 stores 
and updates the management list which includes a plu- 
rality of management entries. Each of the entries in- 
cludes a physical address of the source of the received 
packet and an interface number indicating which of the 
wired network interface 510 or the wireless network in- 
terface 530 is linked to the physical address. 
[0025] The control module 560 receives a t ransmis- 
sion packet from an upper layer, checks whether the 
physical address of a source for the transmission packet 
is present in the management list stored in the storage 
unit 560, and selectively transmits the transmission 
packet through the wired or wir eless network interface 
510 or 530 according to the interface number linked to 
the physical address in the management list. This oc- 
curs when the physical address is present In the man- 
agement list. The management module 540 and the 
control module 560 are implemented on a known local 
area network (LAN) driver as shown in Figure 2, which 
is understood by those skilled in the art. While not shown 
in Figure5, it is understood that the CPU 100, ROM 120, 
Interface 160, RAM 150, and/or BUS 190 of Figure 1 will 
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be included in the system shown in Figure 5 according 
to the present invention. However, it is understood that 
the system can be otherwise configured and/or used 
with the network types other than LAN, such as wide 
5 area networks (WAN), public and private n etworks such 
as the internet and intranets, and/or in any communica- 
tion medium by which a device connected to the network 
utilizes identification for transmission and/or reception 
of data. 

10 [0026] Referring to Figure 6, the management list in- 
cludes a physical add ress item, an interface number 
item, and a timer item. The management list shown in 
Figure 6 further includes an optional type item. This type 
item indicates whether an entry is valid or invalid accord- 

15 ing to the timer item . It should be noted that the t ype 
item is optional to the working of the invention. Further, 
it is understood that the management list could include 
additional information, and that items in the manage- 
ment list could be combined to reduce the number of 

20 entries according to the inventi on. 

[0027] A physical address in the management list in- 
dicates the media access control (MAC) address of the 
source of the received packet included in the packet 
frame shown in Figure 3. In the shown embodiment of 

25 the present invention, the physical address is 48 bits in 
length. However, it is understood that the physical ad- 
dress can have other lengths and formats. 
[0028] An interface number (or interface identifier) in 
the management list is an identifier indicating which of 

30 the the wired network interface 510 or th e wireless net- 
work interface 530 that received the packet. In other 
words, the interface number indicates a network inter- 
face linked to the physical address. As shown, the iden- 
tifier number "2" indicates the wired interface 51 0, and 

35 the identifier number "1" indicates the wireless interface 
530. 

[0029] To preventthe occurrence of unnecessary traf- 
fic and other such problems, whenever a packet is re- 
ceived, the management list records the physical ad- 

40 dress of the source transmitting the packet and the as- 
sociated interface number indicating whether a network 
interface linked to the physical address is wired or wire- 
less, When a transmission packet is generated in the 
upper layer for transmission to a physical address cor- 

45 responding to a physical address in the manage ment 
list, the transmission packet is transmitted through ei- 
ther the wired or wireless network only. The choice of 
the network is made in accordance with thethe interface 
number linked to the physical address in the manage- 

50 ment list. Accordingly, the phy sical address item and 
the interface number item are essential to the manage- 
ment list in the embodiment shown in Figure 6. However, 
it is understood that, if the physical address and identi- 
fier can be otherwise combined or where the identifier 

55 of the inte rface 510, 530 can be otherwise correlated 
or conveyed using a single entry and/or other entry, the 
management list need not include both the physical ad- 
. dress and the identifier in the form shown in Figure 6. 
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For example, the first bit of the stored physi cal address 
may indicate whether the wired or wireless network 
should be used. 

[0030] A timer indicates the length of time which has 
passed from the generation of the entry (i.e. when the 
physical address is added to the management list) to 
the removal of the entry from the management list. A 
type indicates whether an entry is valid and shoufd re- 
main in the management list, or Is invalid and is to be 
removed from the management list. It is understood that 
the type can also indicate other information of interest , 
and that the type need not be used, for example if the 
system removes the entry as soon as the a specified 
period of time has elapsed. 

[0031] In the described embodiment, to increase stor- 
age efficiency of the management list, a length of time 
is defined. The entry is stored for this time. In detail, the 
timer item is included in the management list, and an 
initial value of the timer item is set. Thereafter, a value 
of the timer item is increased or decreased, and when 
a predetermined time lapses, an entry ha ving an expir- 
ing timer is removed from the management list. Before 
the time expires, if another packet is received from the 
same physical address, the timer is initiali sed. When 
the time expires, the type for that entry is set to invalid 
indicating that the entry is to be deleted. The system 
then deletes the entry. Otherwise, the type is set to valid. 
This means that the type item indicates whether a cor- 
responding entry is to be removed. However, It is under- 
stood that the timer and/or type fields are optional and, 
as such, need not be used is all aspects of the invention, 
such as where a record of transmission and/or reception 
is desired. 

[0032] Referring to Figure 7, w hen a hybrid wired and 
wireless communication system is supplied with electric 
al power and is booted, the system is initialised is in op- 
eration S700. In the system initiali sation, a single phys- 
ical address stored in a memory unit (not shown) is 
transmitted to the LAN driver. The LAN driver includes 
the management module 540 and the control mo dule 
560, The LAN driver allocates the physical address to 
each network interface 51 0, 530 of the hybrid wired and 
wireless communication system to initiali se a MAC 
module. The LAN driver then initialises a transmitter and 
a receiver of each network inte rface 510, 530. 
[0033] After the system initiali sation in operation 
S700, the LAN driver checks the operating mode and 
state of the wired network interface 51 0 and the wireless 
network interface 530. In particular, the LAN driver 
checks whether the wireless communication mode is 
the ad-hoc mode (in operation S71 0). When the wireless 
communication mode is the ad-hoc mode, the manage- 
ment module 540 and the control module 560 begin op- 
eration S720, S730. When the wireless communication 
mode is not the ad -hoc mode, operations S720 and 
S730 are not performed. 

[0034] Referring to Figure 8, the management module 
540 generates the management list shown in Figure 6 



using a received packet and registers a source physical 
. address included in the received packet in the manage- 
men t list in operation S800. An embodiment of opera- 

. . tion S800 will be described in detail with further refer- 

5 ence to Figure 9 below. 

[0035] When a hybrid wired and wireless communica- 
tion system is started and the management module 540 
is started in the ad -hoc mode, the storage unit 550 initiali 
ses the management list in operation S900. Thereafter, 

10 a packet receiver 542 included in the management mod- 
ule 540 determines whether a packet has been received 
from a wired receiver 512 included in the wired network 
interface 510 or a wireless receiver 532 included in the 
wireless network interface 530 in operation S91 0. if it is 

'5 determined that a packet has been received, an address 
checker 544 included in the management module 540 
checks the source physical address included in the re- 
ceived packet to determine whether the source physical 
address indicates a unicast transmission. This is per- 

20 formed in operation S91 5. 

[0036] If the source physical address indicates broad- 
cast or multicast transmission, the address checker 544 
just transmits the received packet to an upper layer in 
operation S950 without performing operations S930 or 

25 S920. If the source physical address indicates unicast 
transmission, the address checker 544 determines , 
with reference to the storage unit 550, whether the 
source physical address, (i.e., the source MAC address) 
is present in the management list. This is performed in 

so operation S920. It is understood, however, that opera- 
tion S915 is optional and thus, need not be performed. 
If operation S9i 5 Is not perfo rmed, operation 920 is per- 
formed regardless of whether the packet is unicast, 
broadcast, and /or multicast. Also operation S915 may 

35 be performed only for selected packets which are uni- 
cast, multicast, and/or broadcast. 
[0037] If the source physical address is n ot present 
in the management list, the management module 540 
registers the source physical address and the interface 

40 number which indicates a network interface to be linked 
to the source physical address in the management list. 
This information is stored in the storage unit 550 in op- 
eration S930. By way of example, in the management 
list shown in Figure 6 , when the wireless network inter- 
ns face 530 is linked to the source physical address, the 
interface number is set to "1 ", and when the wired net- 
work interface 510 is linked to the source physical ad- 
dress, the interface number is set to "2". In addition, the 
management module 540 sets a timer to an initial value 

50 in operation S930 and transmits the received packet to 
the upper layer in operation S950. 
[0038] Meanwhile, if the source physical address is 
present in the management list, the storage unit 550 re- 
sets to the initial value a timer corresponding to the 

55 source physical address in operation S940 and the man- 
agement module 540 transmits the received packet to 
th e upper layer in operation S950. 
[0039] Referring back to Figure 8, after the manage- 
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ment list is generated, the control module 560 is started 
and the packet transmitter 562 included in the control 
module 560 determines whether the packet to be trans- 
mitted over one of the networks has been received from 
the upper layer in operation S810. If the packet trans- 
mitter 562 has received the transmission packet from 
the upper layer, the list checker 564 included in the con- 
trol module 560 checks the transmission packet 1 6 de- 
termine whether the destination physical address in- 
cluded in the transmission packet indicates unicast 
transmission, multicast transmission, or broadcast 
transmission. This is performed in operation S830. How- 
ever, it is understood that operation S830 is optional 
and, as such, need not be performed in all aspects of 
the invention. 

[0040] If it is indicated that multicast or broadcast 
transmission of the transmission packet should be 
made, the packet transmitter transmits the transmission 
packet to both of th e wired transmitter 51 4 and the wire- 
less transmitter 534 so that the transmission packet is 
transmitted over both of the wired network 500 and the 
wireless network 520 . This is performed in operation 
S860. If it is indicated that unicast transmission of the 
transmission packet should be made , the list checker 
564 determines whether the destination physical ad- 
dress of the transmission packet is present in the man- 
agement list in operation S840. The list checker 564 
achieves this by referring to the storage unit 550 If the 
destination physical address of the transmission packet 
is present in the management list, the packet transmitter 
562 transmits the transmission packet to the destination 
address through either the wired network interface 510 
or the wire less network interface 530 depending on the 
interface number which corresponds to the destination 
physical address stored in the management list. This is 
performed in operation S850. In detail, when the inter- 
face number indicates the wired network interface 510, 
the packet transmitter 562 transmits the transmission 
packet to the wired transmitter 51 4 without transmitting 
through the wireless transmitter 534 . When the inter- 
face number indicates the wireless network interface 
530, the packet transmitter 562 transmits the transmis- 
sion packet to the wireless transmitter 534 without trans- 
mitting through the wired transmitter 514 . 
[0041] However, if the destination physical address of 
the transmission packet is not present in the manage- 
ment list, the packet transmitt er 562 transmits the trans- 
mission packet to both of the wired transmitter 51 4 and 
the wireless transmitter 534 so that the transmission 
packet is transmitted over both the wired and wireless 
networks 500 and 520. This is performed in operation 
S860. However, it is understood that, instead of trans- 
mitting through both transmitters 51 4, 534, the transmis- 
sion could be through a default one of the transmitters 
514, 534 or through one of the transmitters 514, 534 
having the least traffic. 

[0042] Referring to Figure 10, the storage unit 550 
stores the management list. The storage unit 550 peri- 



odically checks the timer item in the management list in 
operation S1 000 , and determines whether a valid entry 
is present in the management list in operation S1010, 
[0043] The storage unit 550 determines whether any 

5 valid entry has an expir ed timer in operation S1 020. If 
any valid entry has an expired timer, the storage unit 
550 changes the valid entry into an invalid state to indi- 
cate an entry which may be removed from the manage- 
ment list in operation 1030. If there is no entry having 

10 an expir ed timer, ail timers are increased or decreased 
in operation S1 040. For example, when an initial value 
of a timer is 20 and a value of 0 denotes expiration of 
the timer, the timer is decreased by 1 . Conversely, when 
the initial value of the timer is 0 and the value 20 denotes 

is the expiration, the timer is increased by 1. While not 
shown in Figure 10, where the timer has expired, the 
storage unit 550 removes the entry having the expired 
timer. Additionally, the timer entry can be increased by 
1 or reset when a packet is received from the physical 

20 address so as to prevent the premature removal of an 
entry from the management list where the physical ad- 
dress relates to another system which is communicating 
data packets. 

[0044] An aspect of the invention can also be embod- 
25 jed as computer readable codes on a computer reada- 
ble recording medium or media for use with one or more 
computers. The computer readable recording medium 
is any data storage device that can store data which can 
be thereafter read by a computer system. Examples of 
30 the computer readable recording medium include read 
-only memory (ROM), random -access memory (RAM), 
CD-ROMs, magnetic tapes, floppy disks, optical data 
storage devices, and carrier waves (such as data trans- 
mission through the Internet). The computer readable 
35 recording medium can also be distributed over network 
coupled computer systems so that the computer read- 
able code is stored and executed in a distributed fash- 
ion. 

[0045] It is understood that, according to an aspect of 

40 the invention , the management list can be otherwise up- 
dated and can be created by other devices without re- 
quiring reception of a packet from a source. Moreover, 
while shown as having two interfaces 51 0, 530, it is un- 
derstood that the management list of an aspect of the 

45 present invention can be used with a plurality of inter- 
faces for use in systems having multiple network con- 
nections and sharing a common address. 
[0046] A hybrid wired and wireless communication 
system acco rding to the present invention uses a single 

so physical address for both of wired and wireless network 
interfaces, and whenever a packet is received, records 
a physical address of a source transmitting the packet 
and an interface number indicating whether a network 
interface linked to the physical address is wired or wire- 

55 less in a management list. Thereafter, when a transmis- 
sion packet generated in an upper layer is transmitted 
to the physical address in the management list, the hy- 
brid wired and wireless com munication system selec- 
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tively transmits the transmission packet through either 
of the wired network interface and the wireless network 
interface, according to the interface number linked to the 
physical address in the management list. Therefore, an 
aspect of the present invention prevents traffic of one 
network from being loaded onto another network, there- 
by preventing dissipation of a bandwidth. 



Claims 

1. A method of controlling data transmission over a hy- 
brid network having a wired and wireless part, c om- 
prlsing: 

receiving data including a source identifier from 
a source over the hybrid network, character- 
ised by: 

storing a network identifier in association 
with the source identifier, the network iden- 
tifier identifying whether said data was re- 
ceived ove r the wired or wireless part; and 
transmitting data to said source using ei- 
ther the wired or wireless part in depend- 
ence on the stored network identifier. 

2. A method according to claim 1 , comprising: 

associating timing information with the source 
ident ifier; and 

deleting the source identifier when the timing 
information reaches a predefined limit. 

3. A signal representing program codes for controlling 
a computer, having a wireless networking capability, 
to perform a method according to either one of c 
laims 1 or 2. 

4. A data carrier having a signal according to claim 3 
recorded thereon or therein. 

5. An apparatus for controlling data transmission over 
a hybrid network having a wired and wireless part 
(500, 520), comprising: 

means (542) for receiving data including a 
source identifier from a source over the hybrid 
network, characterised by: 

means (540) for storing a network identif ier 
in association with the source identifier, the 
network identifier identifying whether said 
data was received over the wired or wire- 
less part; and 

means (560) transmitting data to said 
source using either the wired or wireless 
part in dependence on the stored network 



identifier. 

6. An apparatus according to claim 5, comprising: 

5 means (550) for storing timing information in 

association with the source identifier; and 
means (540) for deleting the source identifier 
when the timing information reaches a prede- 
fined limit.. 

w 

7. A network interface card comprising: 

a first adapter connectable to the wired part of 
the hybrid ne twork; 
15 a second adapter connectable to the wireless 

part of the hybrid; and 

an apparatus according to either one of claim 
5 or 6. 

20 8. A computer containing a network interface card ac- 
cording to claim 7. 

9. A communication method for a hybrid wired and 
wireless communication system capabie of commu- 

25 nicating by wire and wirelessly in a local area net- 
work, the communication method comprising: 

registering an entry comprising a source phys- 
ical address of a source transmitting a received 
30 packet and an identifie r indicating and distin- 

guishing between a wired network interface 
and a wireless network interface linked to the 
physical address in a predetermined manage- 
ment list; 

35 receiving a transmission packet from an upper 

layer of the system and determining whether a 
registered physical address that is identical 
with a destination physical address of the re- 
ceived transmission packet is present in the 

40 management list; and 

when the destination physical address is 
present in the management list, selectively 
transmitting the transmission packet through 
the indicated one of the wired network interlace 

45 and the wireless network interface according to 

the identifier. 

10. The communication method of claim 9, wherein the 
entry further comprises : 

50 

a timer indicating a duration from a generation 
of the entry in the management list to a removal 
of the entry from the management list. 

55 11. The communication method of claim 10, wherein 
the registering of the entry comprises: 

periodically checking a value of the timer to de- 



7 



13 



EP 1 489 801 A1 



14 



termine the duration until the timer expires; and 
removing the entry from the management list if 
the timer expires. 

12. The communication method of claim 9, wherein the 
registering of the entry comprises; 

determining whether the source physical ad- 
dress of the recei ved packet is present in the 
management list; 

when the source physical address is not 
present in the management list, registering the 
source physical address and the identifier in the 
management list; 

transmitting the received packet to the upper 
layer; an d 

determining whether a new packet has been re- 
ceived through either of the wired network in- 
terface and the wireless network interface and 
repeating the determining of whether the 
source physical address is present, the regis- 
tering of the source physical address and the 
identifier, and the transmitting of the received 
new packet to the upper layer. 

13. The communication method of claim 12, wherein 
the entry further comprises : 

a timer indicating a duration from a generation 
of the entry in the management list to a removal 
of the entry from the management list, and 

wherein the determining whether the source 
physical address is present further comprises reset- 
ting the timer to a predetermined initial value when 
the source physical address of the received packet 
is determined to be present in the management list 
at the time the received packet is received. 

14. The communication method of claim 9, wherein the 
operation of receiving the transmission packet and 
determining whether the physical address is identi- 
cal with the destination physical address of the 
transmission packet is present comprises: 

receiving the transmission packet from the up- 
per layer and determining whether a type of the 
destination physical address indicates a uni- 
cast transmission; 

transmitting the transmission packet through 
the wired network interface and the wireless 
network interface , when the type of the desti- 
nation physical address is determined not to in- 
dicate the unicast transmission ; and 
determining whether the physical address is 
identical with the destination physical address 
of the transmission packet is present in the 
management list , when the type of the desti- 



nation physical address is determined to indi- 
cate the unicast transmission. 

15. The communication method of claim 9, wherein the 
5 transmitting of the transmission packet comprises 

transmitting the transmission packet through the 
wired network interface and the wireless network in- 
terface when the destination physical address is not 
present in the management list. 

w 

1 6. The communication method of claim 9, wherein the 
registering of the entry, the operation of receiving 
the transmission packet and determining whether 
the physical address is identical with the destination 

15 physical address of the transmission packet is 
present, and the selectively transmitting the trans- 
mission packet through of the indicated one of the 
wired network interface and the wireless network in- 
terface according to the identifier are performed 

20 when a wireless communication mode of the hybrid 
wired and wireles s communication system is an ad 
-hoc mode. 

17. The communication method of claim 9, wherein the 
25 wireless network interface and the wired network in- 
terface have a same physical address. 

18. A computer readable recording medium for storing 
a program code to r executing in a computer a com- 

30 munication method for a hybrid wired and wireless 
communication system capable of communicating 
by wire and wirelessly in a local area network, the 
communication method comprising: 

35 registering an entry comprising a source phys- 

ical address of a source transmitting a received 
packet and an identifier indicating and distin- 
guishing between a wired network interface 
and wireless network interface linked to the 
40 physical address in a predetermined manage- 

ment list; 

receiving a transmission packet from an upper 
layer of the system and determining whether a 
registered physical address that is identical 
^5 with a destination physical address of the trans- 

mission packet is present in the management 
list; and 

when the destination physical addre ss is 
present in the management list, selectively 
50 transmitting the transmission packet through of 

the indicated one of the wired network interface 
and the wireless network interface according to 
the identifier. 

55 19. A hybrid wired and wireless communication system 
capable of communicating by wire and wirelessly in 
a local area network, the hybrid wired and wireless 
communication system comprising: 
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an upper layer; 

a processor which receives and transmits pack- 
ets received through the upper layer; 
a storage unit which stores a management list 
comprising a plurality of entries , each of the en- 
tries comprising a physical address of a source 
transmitting a received packet and an identifier 
indicating and distinguishing between a wired 
network interface and a wireless network inter- 
face linked to the physical address; 
a management module which determines 
whether a physical address that is Identical with 
a source physical address included in a re- 
ceived packet is present in one of the entries 
the management list, registers the source phys- 
ical address and an identifier corresponding to 
the physical address in a new entry of the man- 
agement list when the physical address is de- 
termined to not be present in the management 
list, and transmitting the received packet to up- 
per 1 ayer; 

a control module receiving a transmission 
packet from the upper layer and selectively 
transmitting the transmission packet through 
an indicated one of the wired network interface 
and the wireless network interface according to 
an identifier corresponding to a destination 
physical address of the transmission packet 
when the destination physical address is 
present in the management list; 
a wired network interface which transmits the 
received packet to the management module, 
and, if the control module c ontrols the received 
packet to be transmitted through the wired net- 
work interface, receives the transmission pack- 
et from the control module and transmits the 
transmission packet to the wired network con- 
nected thereto; and 

a wireless network interface which transmits 
the received packet to the management mod- 
ule, and, if the control module controls the re- 
ceived packet to be transmitted through the 
wireless network interface, receives the trans- 
mission packet from the control module and 
transmit s the transmission packet to the wire- 
less network connected thereto. 

20. The hybrid wired and wireless communication sys- 
tem of claim 19, wherein each entry further compris- 
es a timer indicating a duration from a generation 
of the entry to a removal of the entry in the man age- 
ment list. 

21. The hybrid wired and wireless communication sys- 
tem of claim 20, wherein the storage unit periodical- 
ly checks a value of the timer of each entry to de- 
termine whether the timer has expired and, if the 
duration indicates that the entry has expired, re- 



moves the entry having expiring timerfrom the man- 
agement list. 

. 22. The hybrid wired and wireless communication sys- 
5 tern of claim 20, wherein, when the source physical 
address is determined to be present in the manage- 
ment list when the received p acked is received, the 
storage unit resets the timer of the entry corre- 
sponding to the source physical address to a pre- 
10 determined initial value. 

23. The hybrid wired and wireless communication sys- 
tem of claim 19, wherein the control module further 
checks a type of the destination physical address 

15 of the transmission packet received from the upper 
layer, transmits the transmission packet through 
both of the wired network interface and the wireless 
network interface when the type of the destination 
physical address does not indicate a unicast trans- 

20 mission, and determines whether the physical ad- 
dress that is identical with the destination physical 
address is present in the management list when the 
type of the destination physical address indicates 
the unicast transmission. 

25 

24. The hybrid wired and wireless communication sys- 
tem of claim 19, wherein the control module trans- 
mits the transmission packet through the wired net- 
work interface and the wireless network interface 

30 when the destination physical address is not regis- 
tered in one of the entries in the management list. 

25. The hybrid wired and wireless communication sys- 
tem of claim 1 9, wherein the wireless network inter- 

35 face and the wired network interface have a same 
physical address. 

26. The hybrid wired and wireless communication sys- 
tem of claim 1 9 , wherein the hybrid wired and wire- 

40 less communication system operates when a wire- 
less communication mode is an ad -hoc mode. 

27. A communication method for a hybrid communica- 
tion system capable of communicating by a first net- 

45 work of a first type and by a second network of a 
second type other than the first type, the communi- 
cation method comprising: 

for a transmission packet to be transmitted from 
50 the system to one of the first and second net- 

works, determining whic h one of first and sec- 
ond interfaces is to be used to transmit the re- 
ceived transmission packet based on a com- 
parison of a destination physical address of the 
55 transmission packet with a management list of 

the system; and 

selectively transmitting the trans mission pack- 
et through the determined one of the first and 
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second interfaces while not transmitting the 
transmission packet through the other one of 
the first and second interfaces. 

28. The communication method of claim 27, wherein 
the first type of netwo rk is a wired network, and the 
second type of network is a wireless network. 

29. The communication method of claim 27, further 
comprising: 

receiving at the system another packet from the 
destination physical address, and 
recording in the management list through which 
one of the first and second interfaces the an- 
other packet was received and the destination 
physical address, 

30. The communication method of claim 29, wherein 
the determining which one of first and second inter- 
faces is to be used to transmi t the transmission 
packet comprises: 

reviewing the destination physical address de- 
tected from the transmission packet and the 
management list to detect an entry of the man- 
agement list that indicates through which one 
of the first and second interfaces the another 
packet was received from the destination phys- 
ical address, and 

determining that the one of the first and second 
interfaces recorded in the detected entry is the 
one of the first and second interfaces through 
which the transmission packet is to be transmit- 
ted. 

31. The communication method of claim 27, wherein: 

the management list comprises first and sec- 
ond entries, 

the first entry comprises a first physical address 
and an indication that the first interface is to be 
used in transmitting to the fi rst physical ad- 
dress, 

the second entry comprises a second physical 
address and an indication that the second in- 
terface is to be used in transmitting to the sec- 
ond physical address, and 
the determining which one of first and second 
interfaces is to be used to transmit the received 
transmission packet comprises: 

determining that the first interface is to be 
used if the destination physical address 
corresponds to the first physical address, 
and 

determining that the second interface is to 
be used if the dest ination physical address 



corresponds to the second physical ad- 
dress. 

32. The communication method of claim 27, wherein: 

5 

the management list comprises a first entry 
comprising a first physical address, an indica- 
tion indicating and distinguishing between w 
hich one of the first and second interfaces is to 
w be used in transmitting to the first physical ad- 

dress, and a validity indication, and 

the communication method further comprises delet- 
ing the first entry if the validity indication indicates 
15 that the first entry is not valid. 

33. The communication method of claim 32, wherein 
the validity indication comprises a timer value which 
is decremented such that the system deletes the 

20 first entry a predetermined time after a time when 
the first entry was created. 

34. The communication method of claim 33, further 
comprising, if another packet is received from a 

25 same physical address as the first physical ad- 
dress, increasing the timer value. 

35. The communication method of claim 27, wherein 
the first and second interf aces share a common 

30 physical address such that a first packet received 
at the first interface through the first network is ad- 
dressed to the common physical address and a sec- 
ond packet received at the second interface through 
the second network is addressed to the common 

35 physical address. 

36. A computer readable medium encoded with 
processing instructions for implementing the com- 
munication method of claim 27 performed by a com- 

40 puter. 

37. A communication system capable of communicat- 
ing packets of data acros s a first network of a first 
type of and a second network of a second type other 

45 than the first type, the communication system com- 
prising: 

a first network interface which connects to the 
first networkto transfer ones of the packets with 

so respect to the fir st network; 

a second network interface which connects to 
the second network to transfer others of the 
packets with respect to the second network; 
a storage unit which stores a management list 

55 comprising aplurality of entries , each oftheen- 

tries identifying and distinguishing between the 
first and second network interfaces; and 
a processor which compares a transmission 
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packet to be transmitted and the entries of the 
management list, determines based on the 
comparison which one of the first and second 
netwo rk interfaces is to be used for transmis- 
sion of the transmission packet, and controls 
the transmission packet to be transmitted 
through the determined one of the first and sec- 
ond network interfaces. 

38. The communication system of claim 37, wherein: 

the transmission packet includes a destination 
physical address, 

each of the entries includes a corresponding 
physical address and identifies and distinguish- 
es between the first and second network inter- 
faces, and 

the processor further determines whether one 
of the entries includes the physical address that 
is identical with the destination physical ad- 
dress included in the transmission packet, and 
controls the transmission packet to be transmit- 
ted through the indicated one of the first and 
second network interf aces included in the one 
entry having the identical physical address as 
the destination physical address. 

39. The communication system of claim 37, wherein the 
processor further, for a received packet having a 
source physical address, if the source physic al ad- 
dress is a physical address not present in one of the 
entries the management list, records a new entry in 
the management list including the source physical 
address and an identifier indicating through which 
one of the first and second network interfac es the 
received packet was received. 

40. The communication system of claim 37, wherein the 
first type of network is a wired network, and the sec- 
ond type of network is a wireless network. 

41. The communication system of claim 37, wherein; 

one of the en tries further comprises a validity 
indication, and 

the processor further deletes the one entry if 
the validity indication indicates that the one en- 
try is not valid. 

42. The communication system of claim 41 , wherein the 
validity indication comprises a time value, and the 
processor decrements the timer value such that the 
system deletes the one entry at a predetermined 
time after a time when the one entry was created. 

43. The communication system of claim 41 , wherein: 

the one entry further includes a physi cal ad- 



dress and identifies and distinguishes between 
the first and second network interfaces, and 
the processor further adjusts the validity indica- 
tion according to when the physical address in 
5 the one entry was last verified. 

44. The communication system of claim 43, wherein: 

if another packet Is received and includes a 
io physical address identical to the physical ad- 

dress indicated in the one entry, the processor 
verifies the validity indication to prevent dele- 
tion for an additional period of time. 

15 45. The communication system of claim 44, wherein: 

the validity indication comprises a timer value, 
and 

the processor decrements the timer value such 
20 that the system deletes the first entry at a pre- 

determined time after a time when the one entry 
was created, an d increments the time value if 
the validity indication is verified. 

25 46. The communication system of claim 37, wherein the 
first and second interfaces share a common physi- 
cal address such that a first packet received at the 
first network interface through the first network is 
addressed to the common physical address and a 

30 second packet received at the second network in- 
terface through the second network is addressed to 
the common physical address. 

47. A communication system capable of communicat- 
es ing packets of data across a first network of a first 
type of and a second network of a second type other 
than the first type, the communication system com- 
prising: 

40 a first network interface which connects to the 

first networkto transfer ones of the packets with 
respe ct to the first network; 
a second network interface which connects to 
the second network to transfer others of the 

45 packets with respect to the second network; 

a storage unit which stores a management list 
comprising a plurality of entries , each of the en- 
tries identifying and distinguishing between the 
first and second network interfaces; and 

50 a processor which compares a received packet 

received through one of the first and second 
network interfaces and the entries of the man- 
agement list, and, if the received packet is from 
a source physical address not included in the 

55 entries of the management list, records a new 

entry including the source physical address and 
an indication which indicates which one of the 
first and second network interfaces received 
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the rec eived packet. 

48. The communication system of claim 47, wherein the 
processor further controls a transmission packet to . 
be transmitted through the first and second network 5 
interfaces according to the indication in the man- 
agement list. 

49. The communication system of claim 47, wherein: 

10 

one of the entries further comprises a validity 
indication, and 

the processor further deletes the one entry if 
the validity indication indicates that the one en- 
try is not valid. 15 

50. The communication system of claim 49, wherein the 
validity indication comprises a timer value, and the 
processor decrements the timer value such that the 
system deletes the one entry at a predetermined 20 
time after a time when the one entry was created. 

51. The communication system of claim 49, wherein: 

the one entry further includes a physical ad- 25 
dress and identifies and distinguishes between 
the first and second network interfaces, and 
the processor further adjusts the validity indica- 
tion according to when the physical address in 
the one entry wa s last verified. 30 

52. The communication system of claim 51 , wherein: 

if another packet is received and includes a 
physical address identical to the physical ad- 35 
dress indicated in the one entry, the processor 
verifies the validity indication to prevent dele- 
tion for an additional period of time. 

53. The communication system of claim 52, wherein: 40 

the validity indication comprises a timer value, 
and 

the processor decrements the timer value such 
that the system deletes the first entry at a pre- & 
determined time a fter a time when the one en- 
try was created, and increments the time value 
if the validity indication is verified. 

54. The communication system of claim 47, wherein the so 
first and second interfaces share a common physi- 
cal address such that a first packet re ceived at the 
first network interface through the first network is 
addressed to the common physical address and a 
second packet received at the second network in- 55 
terface through the second network is addressed to 
the common physical address. 
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